Certified Information Security Manager

CISM
2

Training Program

3D €ducator ‘ '
Trainers and Consultants

This Program is ideally suited to following
individuals who are:

* Fresh University Graduates and like to
develop their Career Information System
Security.

* Already working class who are willing to
update and learn the new methodologies of
information System Securities and
Techniques.

= Firm’s LT. Manager, IS professionals and
Director L.T

Program is offered by: 3D €ducators — Trainers & Consultants
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Program Details

Inauguration
The Training Program will be inaugurated by a senior member of
3DEducators

Program Structure

Number of classes in a week two Class Per Week

Duration of each class 2-Hour

Total Duration S e
Other Learning Activities:
Classroom Assignments 6
Presentations by Trainees 1

About the Program Designer & Instructor

The “CISM” Program has been designed by the International
body ISACA (USA) and will be conducted by Senior most
Auditors and consultants who having the huge experience of
training and auditing. They have worked with various large
multinational organizations and provide the trainings in local and
abroad.

The Trainers who are conducting this program have the following
positions in the different organization:

v Information System Auditors
v Director I.T

They trainers are foreign qualified and having the degrees of
PhD, MBA (MIS), Msc. Applied Physics, MCSE + |, MCDBA, A+
Certified and CISA Certified. More they are also the member of
CITTA and its Society.
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Program Syllabus

COURSE CONTENTS:
Recognition for Information Security Management Experience

CISM is unique in the information security credential marketplace because it is designed
specifically and exclusively for individuals who have experience managing an
information security program. the CISM certification measures an individual’s
management experience in information security (IS) situations, not the individual’s
general practitioner skills. A growing number of organizations are requiring or
recommending that employees become certified. to help ensure success in the global
marketplace, it is vital to select a certification program based on universally accepted
information security management practices. CISM delivers such a program. those who
hold this designation join a network of professionals known for their expertise in
information  security =~ management, It governance and risk management.

Career Advancement and Increased Earning Potential
A current profile of CISMs demonstrates the managerial influence and authority
achieved by CISMs within their organizations. the CISM certification promotes
international practices and provides executive management with assurance that those
earning the designation have the required experience.and knowledge to provide effective
security management. services. the CISM| job practice also defines a global job
description for the information security manager and a method to measure existing staff
or compare prospective new hires.

Enhanced Knowledge and Skills

Earning the CISM designation distinguishes individuals as qualified information security
management professional with experience and knowledge managing, designing and
overseeing an enterprise’s information security. CISM provides the information security
professional with an opportunity to build upon existing credentials and provides tangible
evidence of career growth. the CISM designation assures employers that their staff have
met the current education and experience criteria necessary for successful on-the-job
performance. Individuals earning the CISM certification become part of an elite peer
network, attaining a one-of-a-kind credential.

CISM  Program  Accreditation  Renewed  Under ISO/IEC  17024:2003
the American national Standards Institute (AnSI) has accredited the CISM certification
under ISo/IEC 17024:2003, general Requirements for Bodies operating Certification
Systems of Persons. AnSI, a private, nonprofit organization, accredits other
organizations to serve as third-party product, system and personnel certifiers. 1So/IEC
17024 specifies the requirements to be followed by organizations certifying individuals
against specific requirements. AnSI’s accreditation:
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Promotes the unique qualifications and expertise that ISACA® certifications
provide

Protects the integrity of the certifications and provides legal defensibility

Enhances consumer and public confidence in the certifications and the people
who hold them

Facilitates mobility across borders or industries

the accreditation is both an international and IS accreditation: it is based on an
international standard but implemented by AnSI to be recognized in the US and
by other countries that enter into an arrangement with AnSI. this is in keeping
with the purpose of 1So/IEC 17024 to begin standardization of accreditation of
personnel certification agencies around the world.

The areas and their definitions are as follows:

1. Information security governance (23 percent)—Establish and maintain a
framework to provide assurance that information security strategies are aligned
with the business objectives and consistent with applicable laws and regulations.
2. Information risk management (22 percent)—Identify and manage information
security risks to achieve business objectives.

3. Information security program development (17 percent)—Create and
maintain a program to implement the information security strategy.

4. Information security prograin management (24 percent)—oversee and direct
information security activities to execute the information security program.

5. Incident management and response (14 percent)—Plan, develop and manage
a capability to detect, respond to and recover from information security incidents.

PRE-REQUISITE::

The Program Prerequisites are that candidate should having the basic knowledge
of I.T, Finance or Accounting. The 3D Educators Contents has been designed to
prepare delegates for the CISA examination by providing them with the

knowledge and understanding they require to pass the exam, as defined by
ISACA. Suitable for:

o Finance/CPA professionals
o IT professionals

o Internal and external auditors.
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